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Secure Full Duplex Communications in the
Presence of Malicious Adversary

Moslem Forouzesh and Paeiz Azmi

Abstract—In this paper, we study the physical layer
security in the presence of an adversary which is able
to switch its mode from jamming mode (when transmits
jamming signals) to eavesdropping mode (when adversary
eavesdrops legitimate link) and vice versa. To combat
with this type of adversary and establish security in this
communication, we propose two approaches: 1) proba-
bilistic approach (PA), 2) worst case approach (WCA).
The system model consists of a source, an adversary
and full-duplex destination. A full-duplex destination can
receive the private message and transmit jamming signal
to deceive the adversary, simultaneously. The simulation
results show that the average rate PA, is 50% more than
the WCA.

Index Terms—Cooperative communications, power
allocation, mode switching of adversary, full-duplex
destination.

I. INTRODUCTION

DUE to the broadcast nature of wireless communi-
cation, all nodes within the communication range

can receive signals, this issue implies that wireless
communication vulnerable to eavesdropping. To this
end, traditionally security in wireless communication
has been performed in upper layers by cryptographic
methods. These methods are based on sharing a key
between legitimate source and legitimate destination
[1]. Due to the high complexity of key management,
recently physical layer security in information theory
viewpoint has been attracted a lot of attention, [2]. It
is demonstrated in [3], when the legitimate destination
rate is higher than the adversary rate secure transmission
happens in information theory viewpoint.

The cooperative jamming is an approach for increasing
security, in which the users or relays nodes transmit
jamming signals to decrease the adversary rate [4].
In [5], the authors use one helper, which is able to
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increase achievable secrecy rate via relaying or confuse
eavesdropper by jamming. The full-duplex destination
strategy has been utilized in many works e.g., [6] and
[7]. In this strategy, destination can transmit jamming
signals to mislead the adversary while it’s receiving
private message from the source on the same frequency
band, hence this work reduces the cost of purchasing
jamming station.

We assume that the malicious adversary has the ability
to switch between two modes, in the first mode which
is called eavesdropping, adversary tries to eavesdrop the
legitimate link and in the second mode which is called
jamming, adversary transmits artificial noise (jamming)
to mislead the destination. To tackle this issue, two
approaches are proposed called probabilistic approach
(PA), and worst case approach (WCA). In the PA, we
consider probability of two modes, thus the adversary is
in the jamming and eavesdropping mode with probability
P , and 1 − P , respectively. In the WCA, we consider
the worst case secrecy rate between jamming and eaves-
dropping modes. Note that the WCA firstly investigated
in [8], and we apply this method in our system model,
while the PA is completely new approach and has not
been investigated yet.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We consider a communication scenario with a legit-
imate source, a legitimate destination and a malicious
adversary. As depicted in Fig. 1, in this scenario, we as-
sume that the destination is full duplex and bidirectional
communication occurs i.e., the destination transmits jam-
ming and receives private messages on the same time
and frequency band. Nodes of source and destination
are equipped with single and two antennas, respectively.

Source and destination transmit symbols x and jd,
respectively. The received signal at destination and ad-
versary, when the adversary is in the eavesdropping
mode, are written as follows [10]:

yde =
√
pshsdx+ ξ

√
pjdhddjd + nd, (1)

ye =
√
pshsax+

√
pjdhadjd + ne, (2)
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Fig. 1. System model.

respectively. When adversary is in the jamming mode,
the received signal at the destination is given by [10]:

ydj =
√
pshsdx+

√
pjahadje + ξ

√
pjdhddjd + nd, (3)

where ps is the allocated transmit power to the source.
pjd is the allocated jamming power to the destination
for deceiving adversary, and ξ is defined as a self
interference cancellation coefficient, 0 < ξ < 1. pja
is the jamming power of adversary. hsd, hsa and had
are the channel coefficients between, source and desti-
nation, source and adversary, adversary and destination,
respectively also the self interference channel coefficient
at destination is denoted by hdd. yde and ydj are the
received signals at the destination in the eavesdropping
and jamming modes, respectively. nd and ne are white
Gaussian noise with zero-mean and variances σ2d and σ2e ,
respectively.

When the adversary is in the eavesdropping mode, the
achievable secrecy rate can be written as [10]:

Rse = max{log
(
1 + ps|hsd|2

σ2
d+ξ

2pjd|hdd|2
)
− (4)

log
(
1 + ps|hsa|2

σ2
e+pjd|had|

2

)
, 0},

and when the adversary is in the jamming mode, the
achievable rate is [10]:

Rsj = log 1 +
ps|hsd|2

σ2d + pja|had|2 + ξ2pjd|hdd|2

)
. (5)

A. Probabilistic Approach

In this scenario, we assume that, all channels experi-
ence block fading, i.e., the values of channel coefficients
are constant during a block of transmission and for the
next block changes independently.

All channels are assumed undergo Rayleigh fading
with zero mean and one variance, hence the channel

power gains have exponential distribution with param-
eters ωsd

2 , ωsa
2 , ωad

2 and ωdd
2 , where ωsd = ωsa = ωad =

ωdd = 1, for example

f|hsd|2
(
|hsd|2

)
= ωsd

2 e
−ωsd

2
|hsd|2 . (6)

To address the mentioned challenge, we consider average
rate as follows:

rL = RsjP {adversary is in jamming mode}+ (7)

RseP {adversary is in eavesdropping mode} ,

where P {x} is defined as the probability of event x.
Therefore we have:

rL = RsjP {ρ > 0}+RseP {ρ ≤ 0} , (8)

where ρ is expressed as:

ρ = log 1 +
ps|hsd|2

σ2d + ξ2pjd|hdd|2

)
− (9)

log 1 +
ps|hsa|2

σ2e + pjd|had|2

)
.

This benchmark is optimal for adversary, because when
ρ ≤ 0 (Rse = 0), transmission is insecure based on
the physical layer security theory, hence the adversary
can eavesdrop the private message. More over, if ρ > 0
(Rse > 0), transmission is secure based on the physical
layer security theory, in this situation adversary transmits
jamming signals because eavesdropping is not useful for
it. The transmitter aims to maximize rL under power lim-
itation, i.e., it solves the following optimization problem

max
ps,pjd

rL, (10)

s.t : ps ≤ pmax
s ,

pjd ≤ pmax
jd ,

where pmax
s is the maximum allowable transmit power

of source, as well as pmax
jd is the maximum allowable

transmit power of destination.
We can write P {ρ ≥ 0} as:

P {ρ ≥ 0} = (11)

e

ξ2+1

2ξ2pjd

4ξ2

∫∞
1

pjd

∫∞
1

pjd

u
z+ue−( ξ2z+u2ξ2

)
dzdu.

proof : See Appendix A.
�
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B. Worst Case Approach

In this approach, the worst case rate is written as

Rs = min(Rsj , Rse), (12)

let PT
jd =

[
p1jd, ..., p

T
jd

]
and PT

s =
[
p1s, ..., p

T
s

]
, are the

power allocation vectors. Time averaged achievable rate
of the destination is defined as [14]

RT =
1

T

T∑
t=1

min(Rtsj , R
t
se), (13)

where T is the length of averaging time window. There-
fore, the optimization problem with the power limitations
is formulated as

max
PTs ,P

T
jd

1

T

T∑
t=1

min(Rtsj , R
t
se), (14)

s.t : PT
s � Pmax

s ,

PT
jd � Pmax

jd ,

(15)

III. OPTIMIZATION PROBLEM SOLUTION

In this section, we present the solution of both PA and
WCA optimization problems, that are explained in (10)
and (14), respectively.

A. PA Problem Solution

By using the epigraph method [15], and introducing
auxiliary variable w = max {ρ, 0}, and replacing (11) in
(8), we have:

max
ps,pjd

rL, (16)

s.t : ps ≤ pmax
s ,

pjd ≤ pmax
jd ,

w ≥ ρ,
w ≥ 0,

where

rL =

e ξ2+1

2ξ2pjd

4ξ2

∫ ∞
1

pjd

∫ ∞
1

pjd

u

z + u
e
−
(
ξ2z+u

2ξ2

)
dzdu

×
(17)

(w −Rsj) +Rsj , (18)

by calculating the Hessian matrix, non convexity of
problem (10) can be proved easily. In order to solve the
problem (10) and find a near optimal solution, we adopt
the dual Lagrange method, as follows:

L (ps, pjd, α, β) = rL + µ (w − ρ) + ηw+

α (pmax
s − ps) + β

(
pmax
jd − pjd

)
.

(19)

Algorithm 1 The algorithm for solving proposed opti-
mization problem

1: Initialization: Initialize the Lagrangian multipliers,
i.e., α (0) , β (0) and ξ (0).,

2: Find the values of ps andpjd at each iteration by
setting derivative of Lagrange function, with respect
to the optimization variables, equal to zero,

3: Update the Lagrange multipliers, i.e., α (n) , β (n)
and ξ (n),

4: If the stopping condition is satisfied i.e., ps(n) −
ps(n − 1) < ε and pjd(n) − pjd(n − 1) < ε go to
step 5, otherwise go to step 2,

5: stop, return ps and pjd

We take the derivative of Lagrange function, (19), with
respect to the optimization variables, then set them equal
to zero. For example the derivative of Lagrange function
with respect to ps can be written as follows:

∂L(.)
∂ps

= −α− µ 1
ln(2)

(
|hsd|2

(σ2
d+ps|hsd|

2+ξ2pjd|hdd|2)

− |hsa|2

(σ2
e+pjd|had|

2+ps|hsa|2)

)
+

1
ln(2)

|hsd|2

(σ2
d+pja|had|

2+ps|hsd|2+ξ2pjd|hdd|2)
×

1− e

ξ2+1

2ξ2pjd

4ξ2

∫∞
1

pjd

∫∞
1

pjd

u
z+ue−( ξ2z+u2ξ2

)
dzdu

)
= 0.

(20)

The optimal values of auxiliary variables w is given by
[8]:

w =


0 µ+ η < 0,
∞ µ+ η > 0,
Any µ+ η = 0.

(21)

We use subgradient approach for solving optimization
problem. At iteration nth, Lagrange multipliers, α, β and
ζ are updated for example as follows [15],

α (n) = [α (n− 1)− δ (pmax
s − ps)]+, (22)

where δ is an update step for Lagrange multipliers and
[x]+ = max(x, 0). The iterative algorithms is shown in
Table. I.
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B. WCA Problem Solution

We define the auxiliary variables rt and qt to refor-
mulate (14) as follows:

max
PTs ,P

T
jd,r,q

1

T

T∑
t=1

rt, (23)

s.t : P ts ≤ Pmax
s ,∀t

P tjd ≤ Pmax
jd , ∀t

qt ≥ log 1 +
pts|hsd|

2

σ2d + ptjd|hdd|
2

)
− (24)

log 1 +
pts|hsa|

2

σ2e + ptjd|had|
2

)
∀t (25)

qt ≥ 0, ∀t

rt ≤ log 1 +
pts|hsd|

2

σ2d + pja|had|2 + ptjd|hdd|
2

)
, ∀t

rt ≤ qt,∀t.

Problem (23) is a non-convex optimization problem,
in order to solve this problem, and find a near optimal
solution, we use the dual Lagrange method as follows:

L
(
pts, p

t
jd, p

t
s, α, β, ψ, θ, ω, ϕ

)
= 1

T

T∑
t=1

rt+

T∑
t=1

(
αt
(
pmax
s − pts

)
+ βt

(
pmax
jd − ptjd

)
+

ψt

qt − log

1+
pts|hsd|2

σ2
d
+pt
jd|hdd|

2

1+
pts|hsa|2

σ2e+p
t
jd|had|

2

+ θt
(
qt
)
+

ωt

(
log
(
1 + pts|hsd|

2

σ2
d+pja|had|

2+ptjd|hdd|
2

)
− rt

)
ϕt
(
qt − rt

)
.

(26)

We take derivative of Lagrange function, (26), with
respect to the optimization variables, then set them equal
to zero, also for obtaining optimal values of auxiliary
variables, we take derivative of Lagrange function, (26),
with respect to rt and qt as follows:

dL (.)

drt
=

1

T
− ωt − ϕt, (27a)

dL (.)

dqt
= ψt + θt + ϕt, (27b)

we have:

dL (.)

drt
=


< 0 1

T < ωt + ϕt,
= 0 1

T = ωt + ϕt,
> 0 1

T > ωt + ϕt,
(28a)

dL (.)

dqt
=


< 0 ψt + θt + ϕt < 0,
= 0 ψt + θt + ϕt = 0,
> 0 ψt + θt + ϕt > 0,

(28b)

the optimal values of auxiliary variables are given by
[8]:

rt =


0 1

T < ωt + ϕt,
∞ 1

T = ωt + ϕt,
Any 1

T > ωt + ϕt,
(29a)

qt =


0 ψt + θt + ϕt < 0,
∞ ψt + θt + ϕt > 0,
Any ψt + θt + ϕt = 0,

(29b)

where we use an iterative algorithm similar to Table.
I, i.e., Step1: Initialize the Lagrangian multipliers. Step2:
Find the values of optimization variables (by setting
derivative of Lagrange function, (26), with respect to the
optimization variables, equal to zero). Step3: Update the
auxiliary variables rt and qt, (29). Step4: Update the
Lagrange multipliers. Step5: If the stopping condition is
satisfied, go to step 6, otherwise go to step 2. Step6:
End.

IV. SIMULATION RESULTS

In this section, we present simulation results and eval-
uate the performance of two proposed approaches. For
simplicity, we assume that the variances of all channels
are equal to one, i.e., σ2d = σ2e = 1. In this section we
assume pmax

s and pmax
jd are 4 Watt and pja is 0.5 Watt.

Fig. 2, compares our proposed solution with the op-
timal solution (computed by exhaustive search method),
when ξ = 0, i.e., the self interference is canceled per-
fectly. As can be seen, there is only 11.59% gap between
the exhaustive search and proposed solution. Also this
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Fig. 2. Average rate vs. jamming power of adversary, and comparison
between PA and WCA, for ξ = 0.

figure compares average rate obtained by applying the
PA and WCA methods. As depicted in this figure, for all
values of pja, the average rate obtained by the PA is more
than that obtained by WCA. In addition, as can be seen
in this figure, the average rate increases by increasing T,
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because by increasing the size of observation window,
the duality gap is decreased, corresponds to Theorem
1 in [14]. Note that for obtaining the percentage of
gap between the exhaustive search method and proposed
solution, first we calculated percentage of gap between
the exhaustive search and proposed solution in a limited
number of points then we averaged them.

In Fig. 3, the average rate obtained by PA and WCA
are presented, in the case of ξ = 1, i,.e, when the self
interference is not canceled. In this situation, average
rate in the PA is more than WCA, too. As depicted
in this figure, the gap between the exhaustive search
and proposed solution is only 5.1% in the PA. In Fig.
4, we show the impact of self interference cancellation
coefficient on the average rate, when pja = 0.5 Watt.
This figure demonstrates that for ξ = 0 the gap between
PA and WCA is more than the gap between PA and
WCA for ξ = 1.
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Fig. 3. Average rate vs. jamming power of adversary, comparison
PA and WCA, for ξ = 1.
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V. CONCLUSION

In this paper, physical layer security was investigated
in cooperative network. Full-duplex destination receives
message and transmits jamming simultaneously. The
adversary is able to switch its mode, (eavesdropping and
jamming) to minimize the average rate.

To combat with this type of adversary and establish
security in this communication, we propose two novel
approaches: 1) PA, 2) WCA. In the PA, we presented
power allocation, based on the probability of switching,
while the goal of WCA, is to maximize the worst rate.
Simulation results are shown that PA average rate is
50% more that of the WCA. In the WCA, the average
rate increases by increasing the length of averaging time
window (T). As well, in fact duality gap is reduced, by
increasing T.

APPENDIX A
PROOF OF EQUATION (11)

P {ρ > 0} =

log

1 + ps|hsd|2
σ2
d+ξ

2pjd|hdd|2

1 + ps|hsa|2
σ2
e+pjd|had|

2

 > 0

 , (31)

= P

{
1 +

ps|hsd|2

σ2d + ξ2pjd|hdd|2
> 1 +

ps|hsa|2

σ2e + pjd|had|2

}
,

= P

{
ps|hsd|2

σ2d + ξ2pjd|hdd|2
>

ps|hsa|2

σ2e + pjd|had|2

}
,

= P

{
|hsd|2

σ2d + ξ2pjd|hdd|2
>

|hsa|2

σ2e + pjd|had|2

}
=

P

{
|hsd|2σ2e

σ2d + ξ2pjd|hdd|2
+

pjd|had|2|hsd|2

σ2d + ξ2pjd|hdd|2
> |hsa|2

}
=

− P

{
|hsa|2 >

|hsd|2σ2e
σ2d + ξ2pjd|hdd|2

+
pjd|had|2|hsd|2

σ2d + pjd|ξ2hdd|2

}
+ 1.

For simplicity, it is assumed that the variances of all
channels are equal to one, and the channel power gains
have exponential distribution, then we have (30). We
define new variables u = 1+pjd|hdd|2

pjd
and z = 1+pjd|had|2pjd

to simplify (30c) as follows:

P {ρ ≤ 0} = (32)

e

ξ2+1

2ξ2pjd

4ξ2

∫∞
1

pjd

∫∞
1

pjd

u
z+ue−( ξ2z+u2ξ2

)
dzdu.
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P {ρ ≤ 0} =
∫ ∞
0

∫ ∞
0

∫ ∞
|hsd|2(1+pjd|had|2)

1+ξ2pjd|hdd|2

f|hsa|2
(
|hsa|2

)
f|hsd|2

(
|hsd|2

)
f|had|2

(
|had|2

)
(30a)

f|hdd|2
(
|hdd|2

)
d
(
|hsa|2

)
d
(
|hsd|2

)
d
(
|had|2

)
d
(
|hdd|2

)
,

=
1

8

∫ ∞
0

∫ ∞
0

∫ ∞
0

e
−
(
|hsd|2(1+pjd|had|2)
2ξ2(1+pjd|hdd|2)

)
e−
|hsd|2+|had|2+|hdd|2

2 d
(
|hsd|2

)
d
(
|had|2

)
d
(
|hdd|2

)
, (30b)

=
1

4

∫ ∞
0

∫ ∞
0

1 + ξ2pjd|hdd|2

2 + pjd

(
|had|2 + ξ2|hdd|2

)e−( |had|2+|hdd|2
2

)
d
(
|had|2

)
d
(
|hdd|2

)
. (30c)
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