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Abstract

In this paper, we formulate the resour ce allocation
problem for secure communicationsin a single cell
OFDMA network where a base station wants to
communicate to the users which are spread over
its coverage area while an adversary is present in
the network. In our model, we assume that the
adversary s an active attacker which is able to
either eavesdrop on the information transmitted
over the wireless link or jam the connection by
sending an interference signal but is not able to
both eavesdrop and jam at the same time. The
attacker's aim is to choose between eavesdropping
and jamming a subcarrier such that the secrecy
rate over that subcarrier is minimized. Knowing
this strategy, users should consider the minimum
of secrecy data rate in both cases as their
achievable secrecy rate over each subcarrier. We
formulate our proposed resource allocation
problem into an optimization problem whose
objective isto maximize the total secrecy rate of all
users over all subcarrierswhile it is required that
the total transmit power of base station remains
below a predefined threshold. To solve the
proposed optimization problem, we use the dual
Lagrange approach. Using simulations, we study
the behavior and the efficiency of the proposed
scheme.

Keywords: Power allocation,
jamming, secrecy rate, OFDMA.

eavesdr opping,

1. Introduction

The wireless channel is a broadcast one meaning
that the information transmitted such a channel
can be accessed by unauthorized users. Therefore,
in such a transmission medium, security of
information becomes  more  important.
Traditionaly, upper layers (the layers above the
physical layer) are responsible for providing the
security of information transmission. These layers
mostly relies on cryptographic methods for
securing the information transmission [1]-[3]
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whose man issue is their excessive
computational complexity. Recently, talking the
secure communications in physica layer has
attracted many attention which provides security
of information transmission at the physical layer.
The wiretap channel was first introduced in [4]
where the security is mainly measured by
equivocation rate which the level of ignorance of
malicious user. This work was further
investigated for Gaussian channel in [5].

Physical layer secure communication over
wireless channel has been gained much attention
from researchers in recent years [6]-[17]. In [7],
the authors consider the problem of secure
communications for fading channels where there
exists a malicious user which wants to eavesdrop
on the information transmission between
legitimate parties. In their paper, they consider
the scenario in which all the channel state
information (CSl), including the legitimate CSs
and the CSls of the eavesdropper channels, is
known to the transmitters. In addition, they study
the case where only the knowledge of the
legitimate CSIs is avalable.  Secure
communication for parallel broadcast channels is
considered in [8]. The problem of energy efficient
communication for wiretap channel is considered
in [9]. The authors in [10] consider the problem
of energy efficient communications for secure
communications in which their objective is to
maximize the value of a function measuring the
total secure transmitted bits per joule of energy.
The authors in [11] consider the problem of
secure communications in OFDM networks. In
their scheme, they aim at maximizing the secrecy
rate of the user under transmit power constraint
while an eavesdropper is present and
eavesdropping the information transmission. In
addition, the eavesdropper is more capable that
the legitimate user and its receiver structure is
better that that of legitimate receiver. The
problem of secure communications in OFDMA
networks is considered in [12] where in addition
of legitimate receivers, there exists and
eavesdropper in the network. In their scheme, the
authors divide the total users into two classes:
secure and nonsecure users. Secure users are
required to maintain their secrecy rate above a
predefined threshold. However, the nonsecure
users are allowed to use the network resources in
an opportunistic manner, i.e., their am is to
maximize their transmission rate under the total
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transmit power constraint and the individual
secrecy rate constraint for each secure user.

The malicious user can be more capable of just
eavesdropping the information transmission. In
other word, besides the eavesdropping capability,
It can aso be capable of transmitting the
interfering signal toward the legitimate receivers
to degrade the channel conditions of legitimate
receivers leading to lower channel capacity [13]-
[17]. When the malicious user just eavesdrop the
information transmission it is a passive attacker
while when it aso transmits the interfering
signds, it is called an active attacker or active
eavesdropper [15]. The eavesdropper can be able
to both eavesdrop and jam at the same time
meaning that it is able to both transmit and
receive at the same time has is a full-duplex node
[13]. On the other hand, it can be able to
eavesdrop and jam but not both at the same time
[14]-[17]. In [14], secure communications in the
presence of an active eavesdropper is considered.
In their model, the attacker has the ability of
either eavesdropping or jamming the connections
but not both at the same time. Optimal power
allocation as well as optimal strategy determining
the aternation pattern between jamming and
eavesdropping mode is obtained. Game theory
can be used to model the problems of secure
communications when an active eavesdropper is
present in the network [15]. The authors use
game theory to formulate the problem of secure
communications. Bothe the legitimate user and
the attacker are the players of the game. The
objective of the legitimate user isto maximize the
achievable secrecy rate. On the other hands, the
objective of the attacker is to minimize the
achievable secrecy rate of legitimate user. After
analyzing the proposed game, the authors obtain
the Nash equilibrium (NE) of the game in their
proposed scheme. In OFDM networks, secure
communication in the presence of an active
eavesdropper is considered in [16-17]. The
attacker can aternates between jamming and
eavesdropping such that the achievable secrecy
rate of the OFDM use is minimized. While in
[16] the objective is to minimize the transmit
power under total secrecy rate constraint, in [17],
the objective is to maximize the total secrecy rate
of the OFDM user under total transmit power
constraint, i.e., the dual problem of [16].

In this paper, we extend the works [16-17] to
OFDMA networks where in addition to transmit
power levels, subcarrier alocation should also be
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performed. More precisely, we propose a
downlink resource alocation scheme for secure
transmission in a single cell OFDMA network in
which we assume that the base station is located
at the center of the cell, network users are spread
uniformly over the coverage area, and an active
eavesdropper exists in the network. We assume
that the malicious user has full knowledge of the
network including the channel gains and transmit
power of users. Given the transmission power
level over a subcarrier, the malicious user
chooses between eavesdropping and jamming
such that the overall secrecy rate over that
subcarrier is minimized, i.e., the attacker sends
interfering signal over a subcarrier if the
achievable rate over when jamming is less than
the achievable secrecy rate over that subcarrier
when the attacker eavesdrops it, and the attacker
eavesdrops that subcarrier otherwise. Therefore,
the base station should consider the worst case,
i.e, it considers the secrecy rate over each
subcarrier as the minimum of secrecy rates
achievable when the malicious user is
eavesdropping or jamming. The goal of resource
alocation problem is to maximize the totd
secrecy rate over al subcarriers while it is
assumed that the total transmission power stays
below a predefined threshold.

Based on these assumptions, we formulate our
problem as an optimizations problem whose
solution is the transmit power level of each
subcarrier and subcarrier assignment. We solve
the resource dlocation problem using dual
Lagrange method. We then propose an iterative
algorithm to solve the proposed problem. Finaly
using simulations, we evaluate the proposed
scheme.

This paper is organized a follows. System
model and problem formulation is presented in
Section Il and the proposed problem is analyzed
in Section Ill. Simulations are in Section IV and
the paper is concluded in Section V.

2. System Model and Problem Formulation

Consider an OFDMA network consisting of N
subcarriers and U users. The central base
station wants to communicate to users over
these channels in the presence of an active
eavesdropper. Assume that the channel gain to
noise ratio (CNR) of the channel from the base
station to user i over subcarrier n is denoted

by g, the CNR of the channel from the base
station to malicious user over subcarrier nis
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denoted by g°, and the CNR of the channel
from the malicious user to user i over
subcarrier nis denoted by h". The transmit
power assigned to user i over subcarrier n is
denoted by p"', and the transmit power of
malicious user over subcarriern, when it isin
jamming mode, is denoted by p’. Using the
above definitions, when the malicious user

eavesdrops the subcarrier n, the secrecy
capacity of user i over subcarrier n isgiven by
C.; =llog(1+g'p") —log(1+g, p")I*
1+ gin pin +
T ofn" I
+ gn pi
On the other hand, when the malicious user
sends the interfering signal over subcarrier n,

the secrecy capacity of user i over subcarrier
n isgiven by

1
=[log( D

S —log+ 3Py 2

ni 0( 1+hnpr’]) (2
We assume that the transmit power of the
attacker when it jams the subcarrier nis fixed

to p!, i.e, we do not consider the problem of

power allocation for the attacker in jamming
mode.

If the legitimate users know the action of
attacker for each subcarrier in advance, i.e,
they know whether the attacker is in
eavesdropping mode or jamming mode, the
secrecy rate of each subcarrier can be obtained
by (1) or (2), respectively. Generadly, the
malicious user can adternate between
eavesdropping and jamming according to some
probability distribution, i.e., it eavesdrop with
probability  p(eavesdropping) = pjand jams
with  probability  p(jamming) = p;
p; +p; =1. This case is similar to the one

considered in [14]. However, different from
[14], we adopt the strategy of [16-17], i.e., we
assume that, for each subcarrier, between
eavesdropping and jamming, the malicious user
chooses the action that minimizes the secrecy
rate over that subcarrier, i.e., if subcarrier n is
assigned to user i, the malicious user chooses

the eavesdropping action if Cf‘f’<C,;°fi and

i
chooses to jam otherwise. Therefore, the worst
case should be considered. The secrecy rate of
user i over subcarrier n is

where
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C>, =min(C]

n,i?

Coi (3)
and the total secrecy rate achieved by all users
isgiven by

C®=>"> min(CJ,CY).

i @
We define assignment variables r" {01}
where r " =1 indicates that the subcarrier n is

assigned to user i. Based on these definitions,
the aim is to solve the following optimization
problem [18]

MaX,.q, > "1 ' min(Cs;,CF) (5)
3ubjectTlo:nZZri“p.”<P§2“, (6)
Z r =an,l n (7)
r’e{0,3,vi,n (8)

In the above optimization problem, (5) is the
objective function which the total secrecy rate
of users, (6) is the transmit power constraint,
(7) indicated that each subcarrier can be used
by only one user, and (8) states that the
assignment factor in an integer taking the
valuesof O and 1.

To point out some issues of the behavior of the
eavesdropper, suppose that the subcarrier n is

alocate to user i, i.e, r"=1. For an arbitrary
positive transmit power of user i on subcarrier n,
i.e, p'>0, the secrecy rate in (1) is positive,
i.e, C&>0, if the CSl of the channel from
legitimate transmitter to its corresponding
receiver is better that that of the channel from the
transmitter to the maicious user, i.e, g">g; . In
this case, depending on the channel gains and the
interfering signal power, the eavesdropper may
choose to jam the subcarrier, However, when
g" < g~ , the transmitter do not send any thing on
this subcarrier which means that the transmit
power over this subcarrier is zero, i.e, p'=0.

Therefore, in this case, the malicious user does
not waste its transmit power to jam the

connection, i.e.,, p! =0.

3. Problem Solution

In this section, we provide the solution of the
optimization problem (5). To this end, we
introduce variables t ; and reformulate the

optimization problem (5) as follows.
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MaX .. Z Zn: rit, (9)
Subject To:zz riph <P, (10)
o>t vni, (1)
CJ >t,, vni, (12)
Z r'=1vn, (13)
r"e{0,3,Vi,n. (14)

Note that, in the problem (9), the optimization
variablesare p*, r",and t ;.

Looking at (9), one can see that the function
D> > rlt, is an increasing function of t,;.

Based on this observation, it is obvious that at
the optimal point, for each user i and for each

subcarrier n that r" =0, the values of t,;and
p" are such that at least one of the constraints
(11) or (12) is active, i.e., either CJ =t . or

n,i

CX=t,;, or in other words, we have either
min(C,Ca) =C3 or min(CF,Ciy) =Cyr. We

call the former subcarrier, i.e., the one for
which we have CJ =t,, the jammed
subcarrier, and the later, i.e., the one for which
we have C; =t,;, the eavesdropped subcarrier.
4. Finding valuesof p and t

To solve the problem (9), we use the dua
Lagrange approach. In doing so, we write the
Lagrange function [16] of the above

optimization problem. We omit the variable r "
here, and we will consider it in the subcarrier
alocation phase. We define the variable m as
the Lagrange multiplier corresponding to the
constraint (10), | ¢, as the Lagrange multiplier

n,i

corresponding to the constraint (11), and | gl as

the Lagrange multiplier corresponding to the
constraint (12). Using this variables the
Lagrange function of the optimization problem
(9) isgiven by:

L(t,p, A% A", m) =

>3t R - b
+zz| r?i(Cr?,ei}_tn,i)
+ZZI rJn (Cr?,ji _tn,i)’

(15)
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which can be reformulated as

U N

L(t’p,)\e')\j’rn) :ZZtn,i (1_(| nll +| ne,i))

U N (16)
+ 2,2 (110G +1 .G —mp )+ mRiE.

n,i ~’n,i n,i ~n,i
i=1 n=1

Based on the Lagrange function in (16), the
dual function is obtained by maximizing the
Lagrange function over variables pand t , i.e,,

g A, m) = max o L(t,p. A% N, m)
u N
=MaX., Zztn,i (1_ (l nJ| +1 :,i ))

i=1 n=1

+HMaX . iZN:(I 3G+ 5Co—mp)

=1 n=1

(17)

+ MR
From (17), the optimal value of the variable

t,; isgiven by
0, if 1)+ >

t, =10, if 1)+ < (18)
Any, if 1)+ 75 =1

To obtain the transmit power variables, i.e.,
p.;,if 9'<g;,wehave p,, =0. Otherwise, if
g">g;, to find the optimal value of p,;, we

take the derivatives of the Lagrange function
with respect to p,;, and write

. <0 ’ pn,i =O’
aL t! ’Ael)\jl max
( P m) =1=0, PBS > Pri >0, (19)
8pn,i
>0, Pni = PBrgax-
In (19) the derivative is given by
oL(t,p, A%, A, m) i gi”
op/ TR+l
. ! . (20)
+ | ;ﬂi gi _ gnE -m
"\1+9'p" 1+g,p"

5. Subcarrier Allocation

Let t,, and p” be the optimal values obtained
from (18) and (19), respectively. We can
rewrite (17) as

N
g A, m) =>" g, (AN, m) + mPye,

n=1

(21)

where



JAVAN: SECURE COMMUNICATIONSIN OFDMA NETWORKSWITH ACTIVE EAVESDROPPER

g (AN ) =max, {t. & I +15 )
+(1),C3 +1 e.Cse—mpi“*)}.

n,i ~n,i n,i ~n,i

(22)

From (22), it can be seen that subcarrier n is
allocated to user i which maximizes the value
of

{0, @0+ )+ (10,83 +1 5Cs —mp™ )|,

n,i ~n,i n,i ~n,i

e, r'=1

6. Finding the values of dual variables
Based on the values of p and t obtained using

(18) and (19) and the subcarrier allocation
results, we construct the dual function

g(A%,\',m). To find the optimal values of dual
variables, i.e., A°, A/, and m, we should solve
the following optimization problem which is
called dual problem and is given by
min)xezo,)\jzo,mzo g()\e’)\j’ m) (23)
An iterative approach to update the values of
| ¢, 11 and m is adopted which is based on

the subgradient approach. At iteration k+1, we
use the following update formula

50D =0 8 00-3P g -0, @
3, (k+D =[1 ], (k)= ¥ ((C3 —t,,)T", (Zg’

mk+2) =[m(k) - s"(K)(Ri™ - 2.2 P (26
1 n )

where €% (k), % (k), and s"(k) are update
steps [18] of variables |5, 1), and m,
respectively.

7. Simulation Results

In this section, we evaluate our proposed
scheme using simulations. We consider the
downlink of an OFDMA network with U=4
users and one malicious user. For our
simulations, we assume that al CNRs, i.e,

those of main channels (g'), channels from
base station to users, those from base station to
malicious user (g), and those from malicious

user to legitimate users (h"), are randomly
selected from (0,1). We set the number of

subcarriersto N =40.
In our simulation, we gradually increase the

total power constraint, i.e., Py, from P =5
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watts to RPg" =40 watts and run our proposed

resource allocation scheme. For each step, we
compute the total secrecy rate given by (4) and
the number of eavesdropped and jammed
subcarriers. We show the results in Figs. 1 and
2.1t isseen from Fig. 1that the total secrecy rate
increases. In addition, form Fig. 2, one can
realize that while the number of jammed

subcarriers decrease with increasing B, the

number of eavesdropped subcarriers increases.
This because, increasing Py will increase the
transmit power level assigned to each
subcarrier while the jamming power over each
subcarrier, i.e, p! is constant. This increase,

more likely, will increase the secrecy rate
obtainable by (2) above that of (1). This means
that, if the attacker eavesdrops on that
subcarrier, the secrecy rate will be less than the
secrecy rate when it jams that subcarrier. Note
that, when the transmit power assigned to a
subcarrier is zero, we do not count it as
eavesdropped or jammed subcarrier.
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Fig. 1. An instance of proposed scheme and the total
secrecy rate as the power upper bound increases.



MODARES JOURNAL OF ELECTRICAL ENGINEERING,VOL.13,NO.2, SUMMER 2013

7
\

s’f
T
el
£
3
= i
=
—
L -
S
£
E (L] S
= -~
4 e e 200
2
:_‘-,,f' —— Tavesdrapped s bcarriens \‘\.&‘1
—a— Jammed subcarrizs B
i ) | | \ .
8 n 15 0 15 a0 33 A

max

P |Wa ;..Ixj

Fig. 2. Number of eavesdropped subcarriers and jammed
subcarriers versus total transmit power.

8.Conclusion

In this paper, we considered secure
communication for the downlink of an
OFDMA network. We assumed that there exists
an active attacker which is able to both
eavesdrop on and jam the subcarriers but not
both at the same time. We formulated the
proposed resource allocation problem into an
optimization problem and solve it using dual
L agrange approach which gives the subcarriers
and transmit power levels assigned to users. By
simulations, we evaluated our proposed
scheme.
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